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Welcome to Heap Inspector! Heap Inspector is a C++ memory analysis tool. It operates using a client-server model. Allocations are sent by the server over the network to a client. The client provides powerful statistics about all of the allocations. All of this is done in real-time.
HeapInspector mainly focusses on memory consumption, memory leaks and memory fragmentation.
Heap Inspector has been battle-tested on various commercial PlayStation 3 products and it is used in Sony’s PhyreEngine. Nevertheless, it is very well possible that issues may arise. Please do not hesitate to give feedback through the forum or through info@heapinspector.com. The product will continue to evolve and your feedback will help in shaping the product. 
This documentation does not yet include any information on how to use the client. There is a demonstration video on www.heapinspector.com that shows the functionality of the client. 
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Installing Heap Inspector

Heap Inspector is distributed with a common zip file and one or more platform zip files. The common zip file contains the Heap Inspector client and other files that are shared among platforms. The platform zip file(s) contain the platform specific server and sample code, along with a platform plugin for the client. 
To install, simply unzip all files to the same location. Where necessary, choose to overwrite files or folders.
Warning: mixing zip files from different versions will cause conflicts. Heap Inspector will notify you if platform plugins are loaded that do not match the client’s version. Likewise, if you are trying to connect to a server that is incompatible (running on a different protocol), an error will be displayed.
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When unzipped,  the following structure should be displayed:
/Client/Release			Contains HeapInspector.exe, the executable for the client.
/Client/Release/Plugins		The platform plugins for Heap Inspector.
/Documentation		Contains this documentation file and other documents.
/Server				The HeapInspector server API.
/Samples			A few simple samples that show how to setup HeapInspector.

In this package, a debug variant of HeapInspector.exe is provided in /Client/Debug. For performance reasons, it is not recommended that this executable is used. If there are any problems, running the debug variant may give additional information.
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1. Intialise /Shutdown
a. Initialise as early as possibly in your main.
b. Include HeapInspectorServer.h and HeapHooks.hpp (the latter is a default implementation for malloc wrapping).
c. Define HEAPINSPECTOR_PS3=1 before the Heap Inspector includes or in your project setting. 
Example:
#define HEAPINSPECTOR_PS3	1
#include "../../Server/HeapInspectorServer.h"
#include "../../Server/PS3/HeapHooks.hpp"

int main()
{
	using namespace HeapInspectorServer;
	Initialise(GetDefaultHeapInfo(), 3000, WaitForConnection_Enabled);

	// ...

	Shutdown();
}

2. Link in debug with Debug/libHeapInspectorServer.a, in release with Release/libHeapInspectorServer.a. For applications that have rtti or rtti and exception handling enabled, please use the libraries from the Debug_RTTI or Debug_RTTI_EH folders.
3. Enable the link-time wrapping of all malloc functions through these flags:

-Wl,--wrap=malloc,--wrap=free,--wrap=calloc,--wrap=memalign,--wrap=realloc,--wrap=reallocalign

[bookmark: _Toc313524553]Intercepting allocations from the static initialization phase

In the example shown above, any allocations that were performed during the static initialization phase will be missed. While generally these are only a few small allocations, it is also possible to intercept allocations from the static initialization phase as well. This can be done by wrapping the _malloc_init function. This function is called prior to any allocation. 
First, add “--wrap=_malloc_init” to the linker flags as shown in the previous example, then implement the wrapper itself.
Example:
extern "C" void* __real__malloc_init(size_t a_Boundary, size_t a_Size);
extern "C" void* __wrap__malloc_init(size_t a_Boundary, size_t a_Size)
{
	void* result = __real__malloc_init(a_Boundary, a_Size);
	Initialise(GetDefaultHeapInfo(), 3000, WaitForConnection_Enabled);
	return result;
}
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When you are including HeapHooks.hpp, Heap Inspector wraps malloc for you and calls the required Heap Inspector functions. It is also possible to use your own allocators instead of malloc. 
Each alloc, realloc or free needs to be wrapped into BeginAlloc/EndAlloc, BeginReAlloc/EndReAlloc and BeginFree/EndFree calls. These calls have to match for thread safety. HeapHooks.hpp is a good example of how this should be done.
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Each alloc, realloc and free passes its own heap identifier. This identifier maps to the index in the HeapInfo vector. The HeapInfo vector is passed to HeapInspectorServer::Initialise. In the quick setup guide, the function GetDefaultHeapInfo was used. This function initializes a single heap (thus having identifier zero) named “System”, with a default range.
If you want to use multiple heaps, you can supply the HeapInfo structure yourself. The following code will add a heap called “Local” to the default heap:
std::vector<HeapInfo> GetHeapInfo()
{
	std::vector<HeapInfo> result = GetDefaultHeapInfo();
	HeapInfo localHeapInfo;
	localHeapInfo.m_Description = "Local";
	localHeapInfo.m_Range.m_Min = 0;
	localHeapInfo.m_Range.m_Max = 0x10000000 - 1;
	result.push_back(localHeapInfo);
	return result;
}

void RunHeapInspectorServer()
{
	using namespace HeapInspectorServer;
	Initialise(GetHeapInfo(), 3000, WaitForConnection_Enabled);
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The heap ranges are necessary for the layout view to present a proper visual view of the memory.  The min and max values are the smallest and largest values.  For optimization purposes, the size (which is max – min + 1) must be a power of two. The client will display an error in the “Server Errors” form if this size is not a power of two and it will round it up to the nearest power of two.
If any allocations are outside the heap range, another type of server error is displayed. Allocations outside the heap range are ignored by the client. 
By default, the PS3 heap ranges are set to a large value so that it will always fit in a 32-bit range. This cannot be provided correctly, since it depends on the SDK version what the actual correct range is. For readability of the layout view, it is advised to set the ranges of the heaps correctly. The correct range can be easily spotted by hovering over the layout view and looking at the first address that was allocated. Of course, the PS3 SDK documentation can also be consulted.

Samples

Samples\Hook

The Hook sample demonstrates how to intercept allocations using the malloc replacement as described earlier. This will trace all allocations in your application. Note that the new and delete operators will eventually call malloc and free, so these allocations are intercepted as well. 
Samples\Manual

The Manual sample demonstrates how to manually call the Server API. This is convenient for hooking up your own memory manager and for using multiple heaps.
Samples\ReplaceNewDelete

The ReplaceNewDelete sample demonstrates how to overload new and delete and how to send those allocations to HeapInspector. It is recommended to use the Hook sample instead of ReplaceNewDelete, as ReplaceNewDelete will only trace a subset of the allocations. If overloading malloc is problematic for some reason, replacing new and delete may still offer powerful tracing of memory allocations.
Samples\MultiThreadedHook

The MultiThreadedHook sample is mostly a show- and testcase for HeapInspector’s ability to handle multiple threads and allocations during the static initialization phase. Please note that there aren’t any extra requirements for using HeapInspector with multiple threads.


[bookmark: _Toc313524557]General usage tips

· When using the DECR-1000 devkit, connect to the game IP address and not the debug IP address. The game IP address is printed in TTY when the elf is launched. If this is not printed, refer to the PS3 documentation how to setup the game IP address properly.
· The server can be run in release and debug configurations. Release configurations will give best performance, but debug will show more accurate callstacks. 
· Mixing configuration types (an application compiled with _DEBUG that is linked against the release version of Heap Inspector or vice versa) will currently give inaccurate results in the callgraph view. Make sure to use the correct libraries.
· The allocation graphs and layout view can be panned and zoomed by using the mouse and the CTRL and ALT keys. 
· The layout view is disabled by default. The layout view requires quite some CPU power and should only be enabled when necessary to prevent the server from slowing down. To enable it, press the   “Auto refresh” button. Alternatively you can press the refresh button when necessary.
· Heap Inspector can store quite a long history of data by using compression. There is a buffer reserved for this data. If the buffer is full, chunks within the buffer will be dropped. The allocation graphs will display a dark-green line for the part that cannot be inspected in detail. To make the buffer larger, go to tools/options.
· You can control the refresh speed in tools/options. The higher the refresh speed, the more CPU power it will consume.


